
WRLinux LTS 22 RCPL 21 10.22.33.21



Summary
New CVEs 211

Modified Packages 253

Issues Resolved 59



CVEs
Package CVE #

u-boot CVE-2022-2347

u-boot CVE-2022-30767

u-boot CVE-2022-30790

u-boot CVE-2024-57254

u-boot CVE-2024-57254

u-boot CVE-2024-57254

u-boot CVE-2024-57254

u-boot CVE-2024-57254

u-boot CVE-2024-57255

u-boot CVE-2024-57255

u-boot CVE-2024-57255

u-boot CVE-2024-57255

u-boot CVE-2024-57255

u-boot CVE-2024-57256

u-boot CVE-2024-57256

u-boot CVE-2024-57256

u-boot CVE-2024-57256

u-boot CVE-2024-57256

u-boot CVE-2024-57257

u-boot CVE-2024-57257

u-boot CVE-2024-57257

u-boot CVE-2024-57257

u-boot CVE-2024-57257

u-boot CVE-2024-57258

u-boot CVE-2024-57258

u-boot CVE-2024-57258

u-boot CVE-2024-57258

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-2347
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-30767
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-30790
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57254
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57254
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57254
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57254
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57254
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57255
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57255
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57255
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57255
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57255
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57256
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57256
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57256
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57256
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57256
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57257
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57257
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57257
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57257
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57257
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57258
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57258
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57258
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57258


Package CVE #

u-boot CVE-2024-57258

u-boot CVE-2024-57259

u-boot CVE-2024-57259

u-boot CVE-2024-57259

u-boot CVE-2024-57259

u-boot CVE-2024-57259

meta-arm CVE-2022-47630

bcc CVE-2024-2314

meta-imx CVE-2023-39902

meta-imx CVE-2024-11614

gstreamer1.0-plugins-good CVE-2024-47599

gstreamer1.0-plugins-good CVE-2024-47606

gstreamer1.0-plugins-good CVE-2024-47613

gstreamer1.0-plugins-good CVE-2024-47774

gstreamer1.0 CVE-2024-47606

tftpy CVE-2023-46566

samba CVE-2022-1615

samba CVE-2022-1615

samba CVE-2022-42898

samba CVE-2022-42898

samba CVE-2022-44640

samba CVE-2022-44640

samba CVE-2022-45141

samba CVE-2022-45141

netplan CVE-2022-4968

libmodbus CVE-2024-10918

nginx CVE-2025-23419

abseil-cpp CVE-2025-0838

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57258
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57259
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57259
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57259
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57259
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-57259
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-47630
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-2314
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-39902
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-11614
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-47599
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-47606
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-47613
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-47774
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-47606
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-46566
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-1615
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-1615
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-42898
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-42898
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-44640
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-44640
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-45141
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-45141
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-4968
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-10918
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-23419
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-0838


Package CVE #

dlt-daemon CVE-2022-39836

dlt-daemon CVE-2022-39837

dlt-daemon CVE-2023-36321

phpmyadmin CVE-2025-24529

phpmyadmin CVE-2025-24530

mbedtls CVE-2024-28755

mbedtls CVE-2024-28836

redis CVE-2023-41056

redis CVE-2023-45145

redis CVE-2024-31227

redis CVE-2024-31228

redis CVE-2024-31449

redis CVE-2024-46981

redis CVE-2024-51741

openjpeg CVE-2023-39327

openjpeg CVE-2024-56826

openjpeg CVE-2024-56827

python3-sqlparse CVE-2024-4340

opensc CVE-2024-1454

opensc CVE-2024-45615

opensc CVE-2024-45616

opensc CVE-2024-45617

opensc CVE-2024-45618

opensc CVE-2024-45619

opensc CVE-2024-45620

opensc CVE-2024-8443

python3-django CVE-2023-23969

python3-django CVE-2024-38875

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-39836
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-39837
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-36321
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-24529
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-24530
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-28755
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-28836
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-41056
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-45145
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-31227
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-31228
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-31449
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-46981
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-51741
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-39327
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-56826
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-56827
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-4340
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-1454
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45615
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45616
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45617
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45618
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45619
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45620
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-8443
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-23969
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-38875


Package CVE #

python3-django CVE-2024-39614

python3-django CVE-2024-41989

python3-django CVE-2024-41990

python3-django CVE-2024-41991

python3-django CVE-2024-45230

python3-django CVE-2024-45231

python3-django CVE-2024-53907

poppler CVE-2024-56378

poppler CVE-2024-6239

glade CVE-2020-36774

qtbase CVE-2025-30348

docker-moby CVE-2023-28840

docker-moby CVE-2023-28840

docker-moby CVE-2023-28841

docker-moby CVE-2023-28841

docker-moby CVE-2023-28842

docker-moby CVE-2023-28842

docker-moby CVE-2024-36621

podman CVE-2022-2989

podman CVE-2022-2989

podman CVE-2023-0778

podman CVE-2023-0778

podman CVE-2024-9676

docker/docker-moby CVE-2022-36109

docker/docker-moby CVE-2022-36109

docker CVE-2021-41089

docker CVE-2021-41089

docker CVE-2021-41091

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-39614
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-41989
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-41990
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-41991
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45230
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45231
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-53907
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-56378
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-6239
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2020-36774
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-30348
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-28840
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-28840
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-28841
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-28841
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-28842
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-28842
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-36621
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-2989
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-2989
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-0778
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-0778
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-9676
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-36109
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-36109
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-41089
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-41089
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-41091


Package CVE #

docker CVE-2021-41091

docker CVE-2021-41092

docker CVE-2021-41092

kubernetes CVE-2019-11250

kubernetes CVE-2019-11250

kubernetes CVE-2021-20206

kubernetes CVE-2021-20206

python3-docker CVE-2024-35195

python3-docker CVE-2024-35195

ceph CVE-2023-43040

docker-distribution CVE-2025-24976

docker-distribution CVE-2025-24976

cri-o CVE-2024-9676

buildah CVE-2024-9676

iputils CVE-2025-47268

ruby CVE-2024-41946

ruby CVE-2024-43398

ruby CVE-2025-27219

ruby CVE-2025-27220

go CVE-2024-45336

go CVE-2025-22871

ghostscript CVE-2025-27830

ghostscript CVE-2025-27831

ghostscript CVE-2025-27832

ghostscript CVE-2025-27834

ghostscript CVE-2025-27835

ghostscript CVE-2025-27836

ofono CVE-2024-7537

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-41091
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-41092
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-41092
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-11250
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-11250
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-20206
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2021-20206
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-35195
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-35195
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-43040
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-24976
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-24976
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-9676
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-9676
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-47268
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-41946
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-43398
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27219
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27220
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45336
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-22871
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27830
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27831
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27832
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27834
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27835
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27836
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-7537


Package CVE #

ofono CVE-2024-7540

ofono CVE-2024-7541

ofono CVE-2024-7542

curl CVE-2025-0725

llvm CVE-2024-0151

freetype CVE-2025-27363

perl CVE-2023-47038

libarchive CVE-2025-1632

libarchive CVE-2025-25724

zlib CVE-2014-9485

python3 CVE-2025-0938

xwayland CVE-2022-49737

xwayland CVE-2024-21885

xwayland CVE-2024-21886

xwayland CVE-2024-31080

xwayland CVE-2024-31081

xwayland CVE-2024-31083

xwayland CVE-2024-9632

xwayland CVE-2025-26594

xwayland CVE-2025-26595

xwayland CVE-2025-26596

xwayland CVE-2025-26597

xwayland CVE-2025-26598

xwayland CVE-2025-26599

xwayland CVE-2025-26600

xwayland CVE-2025-26601

xserver-xorg CVE-2022-49737

xserver-xorg CVE-2025-26594

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-7540
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-7541
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-7542
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-0725
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-0151
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27363
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-47038
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-1632
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-25724
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2014-9485
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-0938
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-49737
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-21885
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-21886
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-31080
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-31081
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-31083
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-9632
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26594
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26595
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26596
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26597
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26598
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26599
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26600
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26601
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-49737
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26594


Package CVE #

xserver-xorg CVE-2025-26595

xserver-xorg CVE-2025-26596

xserver-xorg CVE-2025-26597

xserver-xorg CVE-2025-26598

xserver-xorg CVE-2025-26599

xserver-xorg CVE-2025-26600

xserver-xorg CVE-2025-26601

libxslt CVE-2024-55549

libxslt CVE-2025-24855

tiff CVE-2023-30774

mpg123 CVE-2024-10573

binutils CVE-2024-53589

binutils CVE-2025-0840

openssh CVE-2025-26465

libxml2 CVE-2022-49043

libxml2 CVE-2024-56171

libxml2 CVE-2025-24928

libxml2 CVE-2025-27113

ffmpeg CVE-2024-28661

ffmpeg CVE-2024-35369

ffmpeg CVE-2024-36613

ffmpeg CVE-2024-36616

ffmpeg CVE-2024-36617

ffmpeg CVE-2024-36618

ffmpeg CVE-2024-7272

ffmpeg CVE-2025-0518

ffmpeg CVE-2025-25473

gstreamer1.0-rtsp-server CVE-2024-44331

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26595
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26596
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26597
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26598
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26599
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26600
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26601
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-55549
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-24855
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-30774
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-10573
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-53589
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-0840
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-26465
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-49043
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-56171
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-24928
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-27113
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-28661
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-35369
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-36613
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-36616
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-36617
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-36618
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-7272
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-0518
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-25473
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-44331


Package CVE #

libcap CVE-2025-1390

gnutls CVE-2024-12243

libpcre2 CVE-2022-1586

subversion CVE-2024-45720

gdb CVE-2024-53589

openssl CVE-2024-13176

rsync CVE-2024-12084

rsync CVE-2024-12085

rsync CVE-2024-12086

rsync CVE-2024-12087

rsync CVE-2024-12088

rsync CVE-2024-12747

vte CVE-2024-37535

wget CVE-2024-10524

socat CVE-2024-54661

avahi CVE-2024-52616

https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2025-1390
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12243
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2022-1586
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-45720
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-53589
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-13176
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12084
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12085
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12086
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12087
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12088
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-12747
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-37535
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-10524
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-54661
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2024-52616


Modified Packages
Package Package

abseil-cpp alsa-state

android-tools apache2

avahi babeltrace

base-files bazel-native

bcc bind

binutils-2.38 blueman

boost-1.78.0 bpftool

bpftrace buildah

build-appliance-image buildtools-tarball

ceetm ceph

chrony clang

cloud-init cni

common compiler-rt

conmon container-host-config

cri-o criu

cronie curl

cve-update-nvd2-native daq

debugedit dhcp-relay

dlt-daemon docker

docker-distribution docker-moby

docker-wr dpdk

dpkg eject

elfutils eudev

evince extra-cmake-modules

ffmpeg freediameter

freetype gcc-testsuite

gdb geoip



Package Package

ghostscript glade

glib-2.0 glibc

glibc-version gmmlib

gnome-bluetooth gnome-calculator

gnome-calendar gnome-desktop

gnome-font-viewer gnutls

go go-1.12

go-1.17.13 go-common

go-cross go-cross-canadian

go-crosssdk go-native

go-runtime go-target

grub2 grubby

gssdp gstreamer1.0

gstreamer1.0-plugins-base gstreamer1.0-plugins-good

gstreamer1.0-rtsp-server gtksourceview5

hdf5 ibus

icu ifupdown

imx-boot imx-gpu-viv-6

imx-mkimage initscripts

intel-cmt-cat intel-microcode

iproute2 iputils

itt keras

kubernetes lapack

libarchive libcap

libdce libmcrypt

libmodbus libnetfilter-queue

libnfnetlink libnftnl

libnma libpcre2



Package Package

libpwquality libsass

libsolv libssh

libstd-rs libtasn1

libubootenv libvirt

libxcrypt libxcrypt-compat

libxml2 libxslt

linux-raspberrypi linux-yocto

linux-yocto-dev linux-yocto-marvell-cn106xx

linux-yocto-marvell-cn10xxx linux-yocto-marvell-cn96xx

linux-yocto-rt linux-yocto-tiny

llvm lttng-modules

maintainers mbedtls

mesa mesa-demos

minizip mozjs-91

mpg123 nautilus

nerdctl netplan

net-snmp networkmanager

network-manager-applet nftables

nginx nodejs

nspr ntp

nvidia-kernel-oot ofono

onevpl-intel-gpu opencsd

openjpeg opensc

openssh openssl

openvpn opkg-utils

optee optee-client

optee-os optee-os-ti-overrides

optee-test ovmf



Package Package

perl php

phpmyadmin piglit

podman poppler

postgresql procps

psmisc pulseaudio

puzzles python3

python3-anaconda python3-blivet

python3-dasbus python3-django

python3-docker python3-ecdsa

python3-future python3-gpt-image

python3-grpcio python3-grpcio-tools

python3-h5py python3-inotify

python3-simpleline python3-sqlparse

python3-stopit python3-unittest-automake-output

qtbase redis

rng-tools rpm

rsync ruby

runc-docker runc-opencontainers

samba seatd

skopeo socat

spidev-test strace

subversion sudo

suitesparse sysstat

systemd systemd-boot

tensorboard tensorflow

tensorflow-estimator tensorflow-lite

tensorflow-native tftpy

ti-dm-fw ti-eth-fw



Package Package

timezone ti-rtos-firmware

ti-sgx-ddk-um trusted-firmware-a

tune-snowyowl tzcode-native

u-boot u-boot-imx-common

u-boot-qoriq u-boot-socfpga

u-boot-ti u-boot-ti-staging

u-boot-xlnx unixodbc

usbip-tools util-linux

viddec-test-app vim

virglrenderer vte

watchdog-config wget

wrlinux-recipes-list wrlinux-version

wxwidgets xfce-dusk-gtk3

xserver-xorg xwayland

xz yocto-uninative

zlib



Issues
Issue ID Title

LIN1022-499 Babeltrace cannot handle negative clock offset

LIN1022-1169 Security Advisory - samba - CVE-2022-1615

LIN1022-1317
fit_aptiv_cvc_sousa: udevadm[312]: systemd-udev-settle.service is deprecated.

Please fix rngd.service not to pull it in.

LIN1022-1459 Security Advisory - podman - CVE-2022-2989

LIN1022-1736 Security Advisory - docker & docker-moby - CVE-2022-36109

LIN1022-2386 Security Advisory - kubernetes - CVE-2022-3294

LIN1022-2415 Need to be able to build without "reproducible build¨

LIN1022-2417 Security Advisory - samba - CVE-2022-42898

LIN1022-2442 Security Advisory - tensorflow - CVE-2022-41880

LIN1022-2915 Security Advisory - samba - CVE-2022-44640

LIN1022-2961 Security Advisory - samba - CVE-2022-45141

LIN1022-3059 sd_journal_next returns one entry per journal file after sd_journal_seek_tail

LIN1022-3156 Security Advisory - arm-trusted-firmware - CVE-2022-47630

LIN1022-3399 Security Advisory - podman - CVE-2023-0778

LIN1022-3538 Security Advisory - runc-docker - CVE-2023-27561

LIN1022-3664 Unable to generate debug package for i40e-2.22.8 driver on LTS22

LIN1022-3801 Security Advisory - runc-docker - CVE-2023-25809

LIN1022-3802 Security Advisory - runc-docker - CVE-2023-28642

LIN1022-3822 'docker version' shows "unknown-version"

LIN1022-3863 Security Advisory - docker - CVE-2023-28840

LIN1022-3864 Security Advisory - docker - CVE-2023-28841

LIN1022-3865 Security Advisory - docker - CVE-2023-28842

LIN1022-3958 Fix override syntax in grubby

LIN1022-3959 Fix typo and override syntax in blueman recipe

LIN1022-4562 populate_sdk failure when including package-management SDK feature

LIN1022-4833 [LTS22][snort]: snort is not able to work as host IPS due to missing of NFQ daq



Issue ID Title

LIN1022-5660 Bitbake QA Error for "Patch-Fuzz" is not persistent between rebuilds

LIN1022-5736 failed to build nativesdk-libxcrypt

LIN1022-5740 systemd-journald fails to setup LogNamespace

LIN1022-5806 bpf: ERROR: Error attaching probe: 'kprobe:tcp_drop'

LIN1022-6548 Increase in ssh-keygen execution time in LTS22 when compared with LTS19

LIN1022-6573
[glibc-2.35] ERROR: QA Issue: Fuzz detected: Applying patch

0001-Add-support-for-posix_devctl.patch

LIN1022-6741
cgroup2: OCI runtime create failed: bpf_prog_query(BPF_CGROUP_DEVICE)

failed: invalid argument: unknown

LIN1022-7809 Security Advisory - llvm - CVE-2024-0151

LIN1022-7871 Security Advisory - tftpy - CVE-2023-46566

LIN1022-9229 Security Advisory - netplan - CVE-2022-4968

LIN1022-12132 Security Advisory - docker-moby - CVE-2024-36621

LIN1022-12630 Security Advisory - dpdk - CVE-2024-11614

LIN1022-12647 Security Advisory - gstreamer1.0-plugins-good - CVE-2024-47599

LIN1022-12658 Security Advisory - gstreamer1.0-plugins-good - CVE-2024-47775

LIN1022-12659 Security Advisory - gstreamer1.0-plugins-good - CVE-2024-47774

LIN1022-12661 Security Advisory - gstreamer1.0-plugins-good - CVE-2024-47613

LIN1022-12668 Security Advisory - gstreamer1.0-plugins-good - CVE-2024-47540

LIN1022-12670 Security Advisory - gstreamer1.0-plugins-base - CVE-2024-47538

LIN1022-12671 Security Advisory - gstreamer1.0-plugins-good - CVE-2024-47537

LIN1022-12672 Security Advisory - gstreamer1.0-plugins-good&gstreamer1.0 - CVE-2024-47606

LIN1022-12901 SPDX does not convert DOS line endings

LIN1022-12977 Security Advisory - glibc - CVE-2025-0395

LIN1022-12993 Security Advisory - binutils - CVE-2025-0840

LIN1022-13087 Security Advisory - docker-distribution - CVE-2025-24976

LIN1022-13144 Security Advisory - u-boot - CVE-2024-57255

LIN1022-13145 Security Advisory - u-boot - CVE-2024-57254



Issue ID Title

LIN1022-13146 Security Advisory - u-boot - CVE-2024-57256

LIN1022-13147 Security Advisory - u-boot - CVE-2024-57257

LIN1022-13148 Security Advisory - u-boot - CVE-2024-57258

LIN1022-13149 Security Advisory - u-boot - CVE-2024-57259

LIN1022-14333 Security Advisory - qtbase - CVE-2025-30348

LIN1022-15421 Security Advisory - iputils - CVE-2025-47268

LIN1022-15660
CLONE - The setup that specifies user&passwd still requires password verification

again


