WRLInux LTS 23 RCPL 7 10.23.30.7



Summary

New CVEs 11

Modified Packages |36

Issues Resolved 14




CVEs

Package CVE #

gtbase CVE-2023-51714
shim CVE-2023-40547
dropbear CVE-2023-48795
cpio CVE-2023-7207

XSserver-xorg

CVE-2023-6816

tiff CVE-2023-52355
tiff CVE-2023-52356
tiff CVE-2023-6228
tiff CVE-2023-6277
grub2 CVE-2023-4001

sqlite3

CVE-2023-7104



https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-51714
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-40547
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-48795
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-7207
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-6816
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-52355
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-52356
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-6228
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-6277
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-4001
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2023-7104

Modified Packages

Package Package
bsp-pkgs chromium
chromium-ozone-wayland chromium-x11
cpio dropbear
ghostscript glibc
glibc-version gn-native
gnutls grub2

image libxcrypt
linux-euto-v9 linux-yocto
linux-yocto-rt mpfsoc-udma
python3-stopit gtbase

redis shim

sqlite3 sysstat
systemd systemd-conf
tiff virtio-uio
virtio-userspace watchdog
watchdog-config wrlinux-image-initramfs
wrlinux-recipes-list wrlinux-version
xf86-video-ati Xserver-xorg




Issues

Issue ID

Title

LIN1023-2717

Security Advisory - gnutls - CVE-2023-5981

LIN1023-2758

Security Advisory - tiff - CVE-2023-6228

LIN1023-3063

Security Advisory - dropbear - CVE-2023-48795

LIN1023-3132

Security Advisory - gtbase - CVE-2023-51714

LIN1023-3161

Security Advisory - sqlite3 - CVE-2023-7104

LIN1023-3212

Security Advisory - cpio - CVE-2023-7207

LIN1023-3316

Security Advisory - redis - CVE-2023-41056

LIN1023-3355

Security Advisory - grub - CVE-2023-4001

LIN1023-3357

Security Advisory - xserver-xorg - CVE-2023-6816

LIN1023-3361

Security Advisory - chromium-x11 - CVE-2024-0517

LIN1023-3432

Anspass broken

LIN1023-3495

Security Advisory - shim - CVE-2023-40547

LIN1023-3500

Security Advisory - tiff - CVE-2023-52355

LIN1023-3557

Security Advisory - glibc - CVE-2023-6246




